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^ ( 57 } Abstract: This publication discloses a method for monitoring and/or limiting the use of a data communications connection 
g subject to payment between IP clients in a packet-switched connection network (15), in which method the operator terminal (13), 
^ such as a SIP system, of the signalling channel of the connection station of the client is set to control a traffic limiter (16), such as a 
firewall in the operator's traffic-relaying system between the source terminal (1 1) and the destination terminal (12). The publication 
Q also discloses means for limiting the use of a data communications connection subject to payment, between IP clients, in a packet- 
^ switched connection network (15) and a computer software product for limiting the use of a data communications connection subject 
^ to payment, between IP clients, in a packet-switched connection network (15). 
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Method, Means, and Computer Program Product for Controlling and/or Reacting Use 
of Telecommunications Connection 

The present invention relates to a method, according to the preamble of Claim 1, for 
storing and/or limiting the use of a connection, subject to payment, between IP 
clients in a packet-switched connection network. 

The present invention also relates to means, according to the preamble of Claim 13, for 
storing and/or limiting the use of a connection, subject to payment, between IP 
clients in a packet-switched connection network. 

The present invention also relates to a computer software product, according to the 
pre amble of Claim 25, for monitoring and/or limiting the use of a connection, subject to 
payment, between IP clients in a packet-switched network. 

According to the state of the art, in operators' connection networks between IP clients, 
which have genuinely packet-switched connections, data communications connects 
can be provided customer specifically. It is possible to require mat the 
identifier and identifier verification data must be received before a customer can be 
provided with a, individuated network connection. The quality parameters can be 
defined customer specifically. These quality parameters can, for example, define the 
characteristics of the date communications connections relayed over the individuated 
aetwork connection. Such characteristics are, for example, the capacity of the date 
communications connection to be re.ayed, its delay, delay variation, and the loss and 
error ratio in the transmission of the data packets. Data communications connecUons 
ensuring the quality parameters are charged for on the basis of availability, the quantity 
of date transmitted, capacity, and/or the duration of the connection. 

A drawback of the state of the art is the limited reliability of billing for Next Generation 
Networks, when the duration of the connection is used to charge for a date 
communications connection that ensures the quality parameters. The date 
communications connection between the clients and the signaling link set to monitor the 
use of the date communications connection are typically separate. In IP networks, date 
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communications connections, such as IP voice connections, are set on the basis of data 
received over a signalling link, from the direction of the customer. Connection-duration- 
based billing uses data received from the customer's terminal over a signalling link. 
Information differing from reality, concerning the use of the data communications 

5 connection, can be received from the direction of the customer's terminal, for example, 
indicating that use of a set IP session has been terminated, even though in reality use of 
the relevant IP session has not been terminated. The problems of real-time billing are 
dealt with in greater detail in, for example, Deltatree Incorporated's network publication 
http://coip.deltatiee.com/technologv/realtmiebUUng.pdf 6/02. When using, for example, 

10 the known method disclosed in the network publication 
htto://softarmor.com/sippmg/^ 7/02, the connection 

cannot be broken completely, only the granting of quality guarantees can be terminated. 

A further drawback of the state of the art in terms of billing is the fact that, in a packet- 
15 switched IP network, anyone can form a connection with anyone else, without paying 
anything for this connection. This requires that the parties know each other's IP 
addresses. Solutions also exist, in which the operator has defined for or given the clients 
(unreliable clients) specific IP addresses. In this case, the clients are always treated as 
unreliable clients. In such solutions, fraud is easy, because after the closing request 
20 (BYE) given over the signalling channel, it is entirely possible to continue the 
connection, without paying the operator anything for this connection rime or event A 
customer generally uses data communications services in order to gain some benefit, 
which is not directly proportional to the quality of the available connection and/or to the 
amount of data transmitted over the connection. At present, billing for a network 
25 connection or data communications connection cannot be controlled in such a way as to 
be in proportion to the customer benefit Thus, data communications resources cannot be 
allocated to provide the greatest customer benefit to their clientele, instead the use of 
data communications resources must be restricted using parameters that are of secondary 
importance to the customer. 

30 

The invention is intended to elirninate the defects of the state of the art disclosed above 
and for this purpose create an entirely new type of method for monitoring and/or limiting 
the use of a data communications connection. 
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The invention is based on setting an operator terminal, such an a SIP system, of toe 
signalling channel of the connection state of the client, which is set to control a traffic 
Umiter, such as a firewall, in the traffic relay system over the data communications 
5 connection between the source client and the destination client In addition, the operator 
terminal of the signalling channel can be set to monitor the traffic limiter. 

More specifically, the method according to the invention, for limiting the use of a data 
'communications connection, is characterized by what is stated in the characterizing 
10 portion of Claim 1. Tne means according to the invention, for limiting the use of a data 
' communications connection, is, in turn, characterized by what is stated in the 
characterizing portion of Claim 13, while the computer software product according to 
the invention is characterized by what is stated in the characterizing portion of Claim 25. 

15 The following advantages are gained with the aid of the invention. BiUing for an IP 
connection guaranteeing quality parameters is made more reliable. Such an IP 
connection can be, for instance, an IP call guaranteeing die quality parameters. The 
invention makes it possible to substantially restrict a customer from benefiting from 
potentially fraudulent actions. The invention makes it substantially more difficult to 

20 form, through a connection network, a fraudulent non-paying connection in a packet- 
switched IP network. Possible fraud can be made more difficult by closing the session or 
connection between the terminals after a connection-closing (BYE) request made over 
the signalling channel. With the aid of the invention, the use of data communications 
connection in an DP network can be billed for on the basis of customer benefit, and thus 
- 25 greater customer benefit can be produced with limited data communications resources. 

In addition, with the aid of the invention various additional services subject to payment 
can be provided with greater flexibility. Such services can be, for example, multimedia 
services tailored to meet momentary or long-term needs. 

30 

In the following, the invention is exainined with the aid of examples and with reference 
to the accompanying drawings. 
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Figure 1 shows a known method for limiting the use of a data communications 
connection. 

Figure 2 shows one method according to the invention for Umiting the use of a data 
communications connection on the basis of the method of Figure 1 . 

Figure 3 shows one method according to the invention for limiting the use of a data 
communications connection, using as the initiator the payment set for the use of the data 
communications connection 

Tigure 4 shows one method according to the invention, for increasing customer benefit. 

In the method of Figure 1, the following numbered elements are used. The first SIP 
client 1 1 and the second SIP client 12 are customer IP clients of an SIP system. The SIP 
system 13 is an address search and connection-formation system, which is used when 
forming IP connections between SIP customers in the operator's traffic relaying system 
15. Thanks to the SIP system 13, SIP clients need not know the IP addresses of other SIP 
clients to be able to contact them over a data communications connection. At least one 
SIP client 12 is addressed in the address-search system in such a way that the address- 
search system is given the IP address of the SIP client 12 in response to a desired 
initiator. SIP customers can be guaranteed a quality of data communications connections 
relayed over the operator's traffic relaying system 15 that need not necessarily be 
guaranteed for data communications relayed over the public Internet The mediator 14 is 
an intermediary system, which the operator has set to control the billing for the data 
communications services that it provides. It is set to limit the billing of the data 
communications connection between the first SIP client 1 1 and the second SIP client 12, 
in response to a predefined connection cut-off message with a specific connection 
identifier, received from the direction, such as the address, of the first 11 and/or the 
second SIP client 12. 

The operator's traffic relaying system 15 is an IP-addressed system, set to be ready to 
provide a relay service subject to payment, to which is it advantageous to direct data 
communications, which have set or desired quality requirements. In addition to 
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role of gLteeing the q uality of the da. M connee.cn between «~ 
; atog EL can based on, for example, «- network, * 
operator's traffic relaying system 15 includes a data-comnrunicatrons n*work « to he 
Ly to re.ay, for a payment, Hissed data —cations and possrh y ^ 

relaying system 13 is set to open, or to keep open at^st «** 
• eommnnications eonneetion between a first SIP elient 11 and a second SIP chent a 
The SIP signalling takes place over a link mat is separate fiom the data °° im ^ 1 ^^ 
' action between the clients. When me SIP system 13 is used to analyse the s.^ 

m ^ commumcafions connection, i, is necessary to trust the messages sent hy the 

clients. 

towing stages are performed. Stages 101 - 104 are performed m order to set the 
^erator'ssystotobe^ymp^^ff^" 8 ^^^^ 

10 1) The means of the SIP system 13 for monitoring and baling for sessions are set 
m I to mutual signafiing link with the SIP client 1 1, outside of the SIP chents- 

mutual data communications connection. 

102) The SIP chent connections together with the signalling link are set to be 

Ibscriber networks mat generally exploit dam transmission capacity wrth a low 
loading, or other auxiliary networks, will no longer be needed. 

At tea* one firewall 16 or other traffic hmiter, based on the properties of the 
deader fields of the packets being transmitted and possibly also on ports, ■ act 
for the mutual data communications connection of the SIP clients. The traffic 
toiter is a network element, which is set to exclude undesired data traffic over 
the packet network connection. The traffic Hmiter can also be set to hnut the 
' ^ speed of desired data traffic, in order to distribute hrmted data 
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traffic resources in an appropriate manner. 
1M AxnessageconneeUonissetfortheSIPsystem 

and monitored, 

S^tOS-nOofthe^oda.perfo^i.o^.proviae.PcaBor 
multimedia connection and to bill for it. 

itl for a t least two clients, through 

105) A mutual data communications connection is set for 

(he operator's connection network. 

106) At leas, one firewaU 16 and/or other traffic limiter in the *-^*»* 
^ 1U syste* 15 is to pern* the passase of at least one sesston 

between the first 1 1 and the second SIP client 1 2. 

m Data on the state of a session hetween the first SIP client 1 1 and *e second SIP 
\[)t) uaux v, f ^ termination of Ihe session, is 

eUent 12, such as a 'bye' messa^ noUfymg o the ^ 
received over the SIP system 13 from the first 11 or the secon 

° t the received state data, the mediator 14 is instated to fcmt the 

108) In response to the received bwo 

billing being monitored session-specificaUy. 

• emitted over the mutual data communications 

109) At least one session is transmitted over 

25 connection, and is then individuated, and 

^ a f rt r <hr data communications connection and being 
1 im The billing to be charged for the data comm 

no) ritor* \*-^*^~*~zz£. 

o«^ifirallv is defined m the billing sysicw. 
th* hilline being monitored session-specifacauy 
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same as stages 10! - 106 of method 1, are period. ^ w 
fcvention, stages 207 - 210, which correspond to stag. W W 

211 ) In response to a connection cut-off message received ^ *• « U «r~ 
' second SEP client 12, or to a message for interrupting or termrnatin, the — 
I communications connection, *» 16 or other «-*J^ 

one session or data communications m its entirety between m 
second SEP client 12. 

1 ^ ™t nff message or message for the interruption or 



billing. 



10 , ^Tjimirel areusedtocontrolthenrewall.lt 

™H> Staee 301 of the method of Figure 3 is periormcu 

Tl pZent quired for fire data communions connection between fi,e first 1 1 
25 and the second SIP client 12. 

30U A state that will indicate an insufficient payment for the 

In or data communications connection, and wbicb can thus an nutiator ti> 

! aata communications connection between a first 11 ^second 12 
eUent.issetmthemediatorlAorthebilnngsystemcontroUedbyrt 
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stages 302 - 303 are performed in order to Ml the fraudulent use without parent of 
data communications resources. 

n«t 4* Rp.t between the connection-formation 

302) A reliable two-way signalling link is set between 

system and the billing system, through the mediator 14. 

303) mediator 1 4 is set to provide initiations for instructing the traffic-rela^g 
system 15 to interrupt or tenninate at least one mutual session between one first 
U and a second SIP client 12. 

Stegs s 304 - 305 are performed onthebasis of the bffling system. If the prepaid payment 
aJlted to the elient or session has been used up and/or the eredit limit, ma™ 
Ige and/or omermonitoring criterion based on me quantity, quahty, aod,or vaUretf 
*e L communions, allocated to me session, is tulfiUed, the relaymg of d^ 
creations can be terminated in real time, or its propert.es can be hunted. 
Connections can also be correspondingly opened in real time and flexibly. 

concerning an absence, in the billing system, or an hrsufneiency, in the bdbng 
0 system, of me payment required for providing a session relayed over a muteal 

data communications connection. 

305) m response to me connection cut-off message received from the mediator 14 

„ the data communications connection or session according to the connects .cut- 

off message and/or the state data, between the first S!P customer 11 and the 
second SIP customer 12, or more generally in response to a connection cut-off 
m essage and/or state data received from the billing system, to use the means for 

30 off or interrupt the mutual data communications connection, or the session over 

the mutual data communications connection. 
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fc stage 305, instead of or along with the SIP system the mediator 14 can beset to 
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401) 



402) 



fR^formcreasingcustomerbenefitc^^ 

3. to aaditiontothese,stages401 -404of the method are performed. 

value-added services, such as multimedia services. 

A tailored right to use the operator's traffic-relaying system 15 is set, in the 
billing system, for the first SIP customer 1 1 . 

tld (402a) over the SIP system ! 3 am is forwarded (402b) to the mediator 

and one second client, and is forwarded to thebilling system. 

stages 403 . 404 of the method are performed in order to set the operator's traffic- 
Stages 4UJ wuim a value-added service, 

relayingsystem 15 dynanfic^ytomestaterequu^forpro^dmgavalue- 

403) A data-communicationa-based service use message is received while a n^age 
mediator 14. 

to rr^uality of the da* connnmncations connection between the first SIP 
message confirming the initiation to instruct the operators trafficrelaymg 



WO 2004/008687 ^ PCT/FI2003/000546 

system to control the formation of a mutual data communications connection 
between at least one first client and at least one second client, and/or to instruct 
the properties of the mutual data communications connection to be those required 
by a data-communications-based service, or to be advantageous in terms of a 
data-communications-based service. 

The four methods disclosed above can be combined in full or in part, and thus new 
forms of method according to the invention for limiting the use of a data 
communications connection can be created The precise embodiment to be employed is 
best selected on the basis of what is important in terms of the connection network, the 
billing system, and/or the clients. 

Embodiments, differing from those disclosed above, can also be envisaged within the 
scope of the invention. The area of application of the invention is the provision of a data 
communications connection, subject to payment, targeted on IP addresses. The solution 
according to the invention is not tied to what is transported on top of this data 
communications connection. However, the invention is preferably applied to the 
transmission of IP voice and possibly related multimedia. Other types of traffic limiter 
can be used in place of the firewall 16. To control the transmission of IP voice or 
multimedia, other suitable protocols may be used for this purpose, either instead of SIP 
or in addition to it The coverage of the firewall may be limited by its operator 
dependence. In order to achieve the desired prevention of traffic in the operator's traffic- 
relaving system 15, or to remove the desired prevention of traffic from the operator's 
traffic-relaying system 15, a series or a combination of firewalls and/or other traffic 
limiters may also be used. In such a case, it will of course be necessary, when opening 
connections, to take into account the fact that the entire chain must be opened The SIP 
system 13 can include a PROXY server for use in making the necessary openings in the 
firewalls. It can be set to control the collection and transmission of billing data and the 
limitation and control of traffic, and/or the prevention of traffic. It is possible to use a 
session-specific identifier and set the traffic prevention on its basis. IP addresses, or 
other components of the header field of an IP packet can be used as an additional basis 
for traffic limitation. 
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£LL clients in the operator's tmffic-relaying «~ 

Tex and/or in connection with toe SIP system 13. In the method, accordtng to the 

5 1 — limited, and** biUed for. The ^ of the data 

section and/or se^on being provided car, if necessary, he «^ £ 

system 13 and the traffic Umiters, snch as the firewalls 16, can he * to 
^^PteTs of the connection, such as, for instance, tne amo 

15 jhefoUowin^^ 

rp, « Protocol, NAT, Network Address Translation, NGN, Next Generation 
Networks, and SIP, Session Initiation Protocol. 
20 When me invention is applied in practice, it is preferable to allow for the following 
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factors: 
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j* „ ta aT( . nrpferablv unreliable clients, which 
The clients according to the embodiments are preferably unn: 
The clients acco 8 communioa tion between which, such as an image, sonnd, 

commnnicatemntuallyandthecommum 

^ «. stream or some combination o^ese ^ ^ 

have simultaneously more than two cu °p* packet . swite he<l customer 

: , ^ta communications network, which has purely pa 

x^— «-- — — —-tt n 'zzz 
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14, which forms or collects at least one billing record, or edits at least one billing record 
for at least one client participating in the session. 

The method can be applied in such a way that data traffic cannot pass the port of the 
5 traffic limiter, if the control system has not received a command to permit this. Thus, the 
control system is used to monitor the signalling channel, until the connection-formation 
command 'invite-, or some other even in the signalling channel affirms that a connection 
should be formed between the clients. In response to the command given by the control 
system, a data communications connection is opened between the clients, through at 
10 least one port of the traffic limiter. Next, the control system is used to monitor the 
signalling channel, until the termination command 'bye\ or some other event in the 
signalling channel affirms that the mutual communication of the clients of the session 
terminates, after which a command given by the control system is used to close the 
connections travelling through the port between the clients. Communication may also 
15 terminate without a separate signal, In any event, the port can be set to signal to the 
control system, if there is a break in the data communications connection arranged 
through the port, thus permitting the connection to be used as a basis for monitoring 
billing. This permits the formation of a billing record, according to me desired billmg 
model, for the connection. 

The monitoring to the connection-formation system can also be performed using the 
•time-out' function of the SIP system 13. The operator can then set an interval at which 
the SIP system 13 checks whether the connection between the SIP clients 11 and 12 is in 
use 'This gives the connection a rough termination time, which can be used as a basis for 
billing. The arrangement can be implemented, for example, with the aid of a proxy 
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server. 



The method can be further used to obtain additional benefit, using the fact that the 
baling model is connection-duration-based, otherwise time-based, volume-based, event- 
based, and/or customer-benefit-based. The control system can be set to record the 
approximate, estimated, or actual commencement and termination times of the data 
communications connection between the clients, for billing. The control system may be 
set to record the amount of data allowed through the port on the data communications 
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billing tickets coming from the network, for billing. 

Billing can be set to be coUected either beforehand (pre-paid) or 

also be applied in parallel. 

• hPtween the clients to take place, for example, 

TCP, UDP, and TLS protocols, among others. 

' Tne connec^^on system, such as the SIP system, can be - » 

L data communications connections and/or sessions between me chents U and 12. 
by means of operations according to the MIDCOM protocol. 

n . .fenible to use the SIP protocol on the signalling connections of die clients, wbile 
!0 It >s preferable to use the Mr p •k vb » message, according to the SIP, for forming, 
, it is preferable for the clients to use a bye message, acco 8 

a ^mmtine the data communications connection The packet swi 

used for identification. 

t . erP svstem 13, it is possible to use other means over a 

T of or in addition to the blr sysiem r 

In place of, or m a ^ commun ications connects 

30 signalling connection routed differently to me 

oftheclients, for monitoring and billing for the sessions. 

v. e* between the SIP server 13 and the 
Reliable two-way intercommumcation can be set between tn 
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me diator 14, in which case data on the parent relating to the ^ — ^ 
locations connection win be obtained reliably from the medtator 14 and rebable 
^ on the session will be obtained for the mediator 14, in order to monttor sesston 
billing session-specifically. 

fa the method according to tire invention, signalling to and from the clien* can be 
^ed. It is possible to break the data cornmunications connects hm, *e <fcta 
eonnnunications connection on the basis of the record* signal On tins basts* » 
^ ^ible to close, interrupt, break, limit, and/or prevent individual sessmns relayed 
over the data communications connection. 

to a natural-language identifier of the destination being sought, or to another more 
generally valid identifier of the IP address. 

The breaking, interrupting, and/or closing of a session refers to aU data transmission 
^ternfildinfne session, or ti* termination in the session of me b—>n of 
data that is central or essential in terms of the operation of me sess.cn. 

T.e invention can also be applied to combination pricing. Tins, for 

€ o 03/kilobyte of data transmitted. In connection with this, the operator tenmnal of th 
chlel, such as the SIP system 13, forms a database, log, . : — 
siga*uim & fi * CamD >. the address or identifier of the first 

r,«.frrablv includes the session identifier, cauiu , ou 

- « «* - audressor identifierof me secondSIP cUent 12,*e 

Mternatively, the database, log, or ticket can include the approximate pr precise 
, £L tinted moment of tire session a*d the IP address of me » . *- - 
^ session identifier 'CaUID- can be generated by the first SIP unrehable ctient 11, o 

to m onitor, for example with me aid of ti—ps, whether the first SIP cbent 
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begins to generate several session identifiers CalllDs. 
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Claims: 



5 which 

— «— — ^ - ^betweenatleasttwo 
clients (1 1-12), through a connection network (15), 

rtifferentlv (13) from the mutual data 
a signalling connection, routed differently l^; 
10 " a agnauB6 . . n . 102 w least to the client to be billed, 

communications connechon is set (101 - 102) at leas 

h.*o limiter (16) based on atleast one of the header-field properties, such as 
15 is set (103) for the mutual data communications connection, 

. 9t least one session is — d (109) over the mutual data communications 
20 connection, and is individuated, and 

, „■„• to be charged session-specifically for the data 
^e monitored bdhng to be cl*r ■ ^ bffling „ 

communications connection is controlled (110) and/or tn 
defined session-specifically in the billing system (14), 



25 



30 



characterized in that 



• ™d (107) from the signalling connection concerning the 
-a message is received (1"0 rr 

.^ination of the session transmitted over me mraiuu 
interruption or termination 

communications connection, and^or state data (304) is re*rv 

„„ ««, message connection, concerning an absence tn tne pmmg 
system, over the messag ^ for 

™hm, or a deficiency in the billing system of the paym «h 
system or a aenci / communications 

providing the session being transmitted over the mutual da 
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10. 



15 



20 



25 



30 



connection, and 

-in response to the message concerning the interruption or termination (107) of 
the session, and/or to the state data (304) received from the billing system, at 

ieast one traffic Umiter is instructed (212, 305) to break, interrupt, or close the 

session over the mutual data communications connection. 

2. A method according to Claim 1, characterized , in that 

. sessions are monitored and billed for using the connection-formation system (13) by - 
ettner receiving a message from the client (1!) concerning the terminanon or 
interruption of a mutual session or other data communications connects - or else m 
„ to a message sent from the billing system (14) concerning the lack or 
deficiency of apayment allocated to the session, 

. in response to the message, the connection-formation system (!3) is used to direct a 
message to the billing system (14)tolimit the session-specific bdhng, and 

. further in response to the message, the connection-formation system (13) is used to 
instruct at least one traffic limiter to close or interrupt at »~ « ~ « £ 
unUuat data co— canon connection through the connect.cn network between at least, 
one first client (1 1) and at least one second client (1 2). 

3 A method according to either Claim 1 or 2, ^m^i * *- the eonnecdon, 
■r * mi is nsed to receive an initiation message for a data- 

rm- — . — — »» — — 

second client (12) and to forward it to the billing system (14). 

4. A method according to any of Claims 1 - 3, characterized in that 

. a message confirming the payment required for the use of a data-communications- 
based service is received from tire direction of the billing system (14), and 
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. i» response, to the message confirnnng foe payment, the operator's traffic-relaying 
system (15) is instructed to 

. command the formation of a mutual data communications connection between at least 
one first (U) and one second client (12), and/or 

. command the properties of the mutual data communications connect to be those 
required by a data-communications-based service, or to be advantageous in terms of the 
data-communications service. 

5 AmettodaccordingtoanyofCl^ 

message connection is set between the connection-formation system (13) and the billing 
system (14). 

formation system (13) is set to open and/or close data communications connections 
and/or sessions between the clients (11 and 12), using operations according to the 
MIDCOM protocol. 

7 Am efcodacc^gtoanyofCl^ 

connection-formation system (13) is set for a SIP server in the direction of the traffic 
control system (15). 

8 AmethodaccordmgtoanyofCl^ 

25 which is addressed to die address-search system being used, in set for tire data 
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30 



9. A method according to any of Claims 1 - 8, draract^ed in that a SIP system (13) is 
used as the address-search system. 

,0 A method according to any of Claims 1-9, characterized in that the connection- 
fonnation system (13) is set to form data communieations connections to the chents, 
using the address-search system. 
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. w»t™een the clients (11 - 12). 



.1 11 characterteed in that the traffic- 

data communications connection. 

. v «„« the use of a data commnmcations connection subject to payment 

lS . - means for setting a mutual data — tions connection between at .east two 
clients, through the connection network, 

20 communications connection,. 

.^^momtoring^^ 

25 addresses, of the header fields section, 
the ports of the traffic limiter, for the mutual data co 

,„ t t, p m „tual data communications 
. me ans for transmitting at least one ses^on over the mutual 
connection, means for individuating a session, and 

30 u •. «»h wuine to be charged session-specificaUy for a data 

-.-foreonttoUmg.emomto, ^ ^ ^ ^ 

communications connection, and/or means 

monitored billing in the biffing system, 
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characterized in that the means include 



fc mutual signalling section concerning the interruption or — 
^t.dsession.and/orforreceivingstatedataover^ — ^ 

coition fiom the message connection of the billing system cnnce^g *e 
... . «io+ Q ^mmunications connection, and 
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mutual data convocations connection, in response to a message coneermng the 
lotion or — n of the session, or to state da. revived from the bdhng 



30 



. ia ^w^rterized in that the connection-formation 
14. A method according to Claim 13, characterizes m ^ 

system (13) includes means 

_ , rnm _ client (11 >) terminating or interrupting a mutual session 
-for receiving a message from a cuent u i) lemu^ 

or other data communications connection, and/or 

. for reiving a message sent fiom me billing system (14) in response to the 
insufficiency or smallness of a payment directed to the session, 

. m for directing a message, for Ihniting session-specific hilling, to the hilling 
system (14) over the connection-formation system (13) to the billing system (14), m 
response to a received message, and 

. mea ns for infracting at least „ ne .affic hmiter to close or interrupt at least one se^ 
OT other mutual data communications connection through connecUon netwoHc 
ZZ at least one first client (11) .d at least one second client (12), ustng the 
section-formation system (13), also in response to a received message. 
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15 Meansaccordingto.either Claim 13 or 14, duM**** *ey mclude means 
for mlin g over! connection-formahon system (13), an initiation message for a 
-toe concerns at ^ one nrst client (U) and one 
secondclienUm and for forwarding it to fee billing system (14). 

' . me ^ for receiving, ft. me direction of me billing system 0* ^ 
confirming the payment required for the use of me ^-commum^ons -based servrce, 

10 and 

. means for instructing me traffic-reiaying system (15), in refuse to tbe message 
confirming the payment 

15 . toc< — meformafionofamutuald^ 
first (11) and one second client (12), and/or 

. to command me properties of the mntua! data communications 
J£d by me communications-based service, or to be advantageous m terms of 
20 the data-communications-based service. 

1, Means according to any of Claims 13-16, character m mat mey mclude means 
rZ^Ttwo-Ly intercommunication between me —-formatron 
system (13) and the billing system (14). 

25 v * fOaims 13-17 ^racterized in that they include means 

18 Means according to any ot Claims u w, , . p „ 

I opening and/or closing data-communications connections ^ — ~ 

,• a „v of Claims 13-18, eharacte£taSd. in that they include means 
30 w.Meansacoordmgto.anyofClaunsu nfl * a* direction of the 

for setting the interface of the connection-formauon system (13), m the 
traffic-control system (15), for a SIP server. 
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for setting a dint, addressed to an address-search system used by at least one chert, to 
the data communications connection. 

21. Means according to any of Claims 13 - 20, character in mat the address-search 
system being used is a SIP system (13). 

22 Means according to any of Claims 13 - 21, ^cla^ in that they include means, 
using the address-search system, for setting the connection-formation system to form 
data communications connections to the clients. 

23 Means according to any of Claims 13 - 22, chjuact^ in tbrtmeymclude means 
for setting the billing system (14) to provide stimuli to instruct the traffic-relaymg 
system (15) to mterrupt <>r terminate a session between the clients (11 - 12). 

24 Means accordingly of Claims 13 - 23, characterized in that they include means 
for instructing the traffic-relaying system (15) to interrupt or terminate at least one 
sessionor data communication connection between the cUents(ll - 12), in response to a 
state of the billing system (14) directed to the session or data communications 
connection, which indicates an insufficient payment in the billing system (14) for 
continuing the session or data communications connection. 

25 A computer software product for limiting the use of a data communications 
connection subject to payment between IP clients in a packet-switch connection 
network, sbaracterized in that it includes means according to any of Claims 13 -24, 
which are computer-readable software means. 
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